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e Autentificarea utilizatorilor

Principii de autentificare

Autentificarea prin sisteme criptografice simetrice
Serviciu de autentificare (Kerberos)

Autentificarea prin sisteme criptografice asimetrice
Administrarea identitatii

* Controlul accesului la retea

Elemente de controlul accesului la retea

Metode de autentificare

Protocolul EAP

Controlul accesului la nivel Legatura de date (802.1X)
Concepte de cloud computing

Protectia datelor in cloud
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Autentificarea utilizata r]Jorﬁ

* Principii de autentificare

* Autentificarea prin sisteme criptografice simetrice
e Serviciu de autentificare (Kerberos)

» Autentificarea prin sisteme criptografice asimetrice
* Administrarea identitatii
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Autentificarea

* Protocoalele de autentificare

— permit entitatilor dintr-o comunicatie identificarea reciproca si schimbul de chei
de sesiune

* Serviciu de autentificare (ex. Kerberos)
— este conceput pentru a fi utilizat intr-un sistem de comunicatie distribuit.

— oferit printr-o terta parte de incredere care permite clientilor si serverelor
stabilirea de comunicatii autentice

* Administrarea/managementul identitatii
— o0 abordare centralizata, automata, pentru a oferi acces persoanelor autorizate

— federalizarea identitatii, extinderea gestionarii identitatii la
domenii de securitate multiple.
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Principii de;autentific

* Procesul de autentificare are 2 etape
— ldentificarea
prezentarea unui identificator catre sistemul de securitate
— Verificarea

prezentarea sau generarea informatiei de autentificare care permite
realizarea legaturii dintre entitate si identificator

* Mijloace generale de certificare a identitatii
— Elemente cunoscute de utilizatori (parola, PIN, raspuns)
— Elemente detinute de utilizatori (cheie, token, smart card)
— Elementele biometrice statice (amprenta, retina, fata)
— Elementele biometrice dinamice (amprenta vocala, scris)
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Probleme de autentifiGeliE ﬂ

* Principalele probleme privind autentificarea sunt legate de

— Confidentialitate

* elementele de identificare importante precum si cheile de sesiune
trebuie transmise criptat

* existenta cheilor publice/private
— Actualitatea informatiei
* evitarea reluarii/repetarii mesajelor

* repetarea mesajelor poate duce la compromiterea cheilor sesiune
sau impersonalizarea cu succes a altei parti

— Atacuri

* prinreluarea mesajelor (copierea si reluarea mesajelor)
— Autentificarea intr-un singur sens

* sistemul de posta electronica (email)
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Autentifjcarea

P
criptografice si]m

e Autentificarea reciproca
— lerarhie de cei simetrice A

* (sesiune, master)

(3) EiKp, [K¢ Il ID4])

espo
B
() EK,, No) /
A—KDC: I.DA”{DH”N|

KDC— A: E(K,, [K;||IDg||Ny |[E(Kp, [K:|[ 1D A1)
A—R E(Kp. [K 1D A1)

B— A E(K;. N;)

A—: E(K,, f(N:))

— Centre de distribuire a cheilor de
securitate

e servere pentru generarea
cheilor sesiune (durata limitata)

5) E(K,. fiNa)
Authentication (5} E(Ky, f(77))

sleps

* distribuirea cheilor sesiune
folosind chei master

N
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Preveni

* Prevenirea atacului prin reluarea mesajelor

1.
2. KDC— A: E(Kq, [K|[IDg || N |[E(Ks, [Ks|| 1D A])])
o A—B E(Ky, [K[|[ID 4])

4.

5. A—B:  E(K, {(Ny)

T

A—KDC: IDA”I.DH”.I"'I”

B—A:  E(K,.N)

A—KDC: ID4IIDg
KDC— A: E(K,. [K|[1Dg||T|[E(Kp, [K|[ 1D 4[| T])])
A—B:  E(Ky [K,|ID4] T1)

B—A:  E(K.Np)

A—B:  E(K,.{(Ny)

Actualitatea informatiei poate fi verificata

Al

Clock — T| < At + Ab
At
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- diferenta dintre ceasul local si al centrului
- intarzierea la nivelul retelei



Prevenire atacuri(2)

e Reluarea mesajelor in cazul desincronizarii ceasurilor

. A—=B:  ID,IN,

2. B—=KDC:  ID,INJIEK,.[ID,IIN,IT;])

3. KDC— A: E(K,. [IDg||Ng||K| To)) | E(Ks, [1D 4| Ksl| To]) || No
4 A—B: E(Kp.[1D 4 || K || To]) || E(Ks. Np)

Un nou mesaj, in fereastra de timp corespunzatoare

. A—B: E(K.[ID4 || K || T || N
B—A: Nj||E(K,N,)
. A—B: E(K. N}

fad b ==

Autentificarea intr-un singur sens
(sistem de posta electronica securizat)
. A—KDC: ID, DN,
- KDC— A E(K,, [K; || IDg | Ny || E(K, [K|[TD 4D
- A—h E(Kp, |Ks | IDADIE(K,, M)

Tt |
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Kerberos

e Kerberos
— Dezvoltat la Universitatea MIT (http://web.mit.edu/kerberos/)
— Network Authentication Protocol
— Serviciu de autentificare in retea bazat pe o terta parte sigura
— Foloseste un sistem bazat pe criptografia simetrica
— Exista 2 versiuni folosite curent

e Kerberos 4
* Kerberos 5

— Specificatii
* Securizare (previne intruziunile si impersonalizarea)
* Sigur (disponibilitatea trebuie sa fie permanenta)
* Transparent (utilizatorul nu sesizeaza procedurile specifice)
* Scalabil (numar mare de servere si clienti, arhitectura modulara)
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Mesaje de autentif

Versiunea 4 Kerberos

— Se bazeaza pe DES (Data Encryption Standard )

— Dialog simplu de autentificare Kerberos

(1) C—=AS: ID|| Pc||IDy

(2) AS—C: Ticket

(3) C—=V:  ID.| Tickei
Ticket = E(K,. [ID || ADc||IDy])

RCC - CSC

C  =client
AS = authentication server
Y =server
D¢ = identifier of user on C

Iy = identifier of V
Py = password of user on C
AD = network address of C

K, = secret encryption key shared by AS and V
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Dialog de autentifica

securizat

 Probleme

— Solicitare de tichete pentru fiecare serviciu

— Introducerea de fiecare data a parolei

— Parole transmise in clar

e Solutie
— Server intermediar
TGS (Ticket-Granting Server)
— acordarea tichetelor

RCC - CSC

Once per user logon session:
(1) C—=AS:  ID¢||IDy,
(2) AS—=C:  E(K,, Tickets)
Once per type of service:
(3) C—=TGS: [ID¢||IDy| Ticketg,
(4) TGS —C: Ticket,
Once per service session:
35 C—=V: 1Dl Ticket,

Tickety, = E(K,g, [IDc||AD || IDy|| TS, | Lifetime])
Ticket, = E(K,.[ID¢|| ADc||ID,| TS, | Lifetime,])
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(1)
2)

C—AS ID 1D, | TS,
AS—C E(K, [K. gl IDy, || TS; || Lifetime; | Tickety])
Tickety, = E(Kygs, [Ke ! IDc 1l AD 1| ID, 1l TS, |l Lifetime;])

{a) Authentication Service Exchange to obtain ticket-granting ticket

3)
)

C—TGS ID, |l Tickeiy, || Authenticator,
TGS — C E(K_ , [K., | ID, || TSy |l Ticket,])
Tickety, = E(Kyy [K, 4 | 1D AD Il Dy, 1| TS, || Lifetime,])
Ticket, = E(K,, [K_, Il ID:Il AD 111D, || TS, i Lifetime,])
Authenticator, = E(K_ g, [ID¢ || AD¢ I TS])

(b} Ticket-Granting Service Exchange to obiain service-granting ticket

(5)
(6)

C—¥ Ticker, || Authenticator,
¥—=C E(K..|[T5 + 1]) (for mutoal autheatication)
Ticket, = E(K,, [K. ;| IDcll ADEI D, I TSy 1l Lifetimey])
Authenticator, = E (K ¢, [ID¢ | AD¢ I TSs])

{c) ClientServer Authentication Exchange to oblain service

RCC - CSC




2. AS venfies user's access right in
database, creates ticket-granting ticket
and session key. Resulis are encrypted
using key derived from user's password.

Once per
user logon Kerbheros

SE55100N
Authentication
server CAS)
| —1

P Ticket-
granting

|_— server (TGS)

1. User logs on to
waorkstation and
requests service on host.

t}lp:- DE 5:n'i_|3r "1'. TGSE'I:L'[—:['P‘S- '.if_'kﬂ Hnd
authenticator, venfics request,
then creates ticket for requested

3. Workstation prompts
user for password and
uses password to decrypt
incoming message, then
sends ticket and
authenticator that
contains uscr's name,
network address, and
time to TGS. Once per

5. Workstation sends  Service session
ticket and authenticator
to server.

SCIYCT.

6. Server venifies that
ticket and authenticator
match, then grants sccess
to service. If mutual
authentication is
required, server returns
an authenticator.
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(1)
2)

C—+AS  Options || ID, || Realm, Il IDy, || Times || Nonce,
AS—C  Realmg |l ID¢| Tickety, | E(K,, [K_ gl Times || Noncey | Realmy, I| [Dyg])
Ticketyy, = E{ Ky, [Flags || Ky, | Realm, || D¢ | AD |l Times])

{a) Authentication Service Exchange to obtain ticket-granting ticket

3)
)

C—TGS  Options || ID, || Times || Nonce; |l Tickety, || Authenticator,
TGS—C  Realm, || ID¢ |l Ticket, | E(K,,, [K., | Times || Nonce; || Realm, || 1D,])
Ticketyy, = E(K g, [Flags || K, || Realm, || ID¢ 1 ADg || Times])
Ticket, = E{K,. [Flags Il K., || Realm, Il ID¢ Il AD¢ |l Times])
Authenticator, = E(K_ s, [ID¢ | Realm, | TS;])

(b} Ticket-Granting Service Exchange to obtain service-granting ticket

(5)
(6)

C—% Options [l Ticket, || Authenticator,
¥V—=C E [TS;| Subkey |l Seq#]
Ticket, = E(K,, [Flag Il K, | Realm_ Il ID | AD¢ll Times])
Authenticator. = E{K_,, [ID¢ || Relam_ || TS; || Subkey || Seqg#])

() Client/Server Authentication Exchange to oblain service
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* Autentificarea reciproca

A — AR
AR — A
A —B:

fad b o

ID 411 Dy
E(PRus, [ID 4 || PU, | T]) | E(PRas, [ID5 1| PU, 11 T])

E(PR,,. [ID | PU, 1| T]) 1 E(PR,,. [ID | PU, Il T]) I
E(PU,. E(PR,.[K, I T1))

Solutie care nu necesita sincronizare de ceas

N

A —=KDC:
KDC — A:
A—RB

B—KDC:
KDC — Bt

. B— A

A—B:

D, Il IDy

E( PRy, [IDg Il PU])

E(PUp, [N, Il ID 4])

ID 4 I IDGIE(PU, . N, )

E(PR, . [ID 41| PUJ) I E(PU,. E(PR . [N, 1| K, Il IDg]))
E(PU.. [E(PRyyn. [(Na 1 K5 11D g)]) 1 Np])

E(K,. N)

RCC - CSC
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Solutie imbunatati

Adaugarea identificatorului A (pas 5 si 6)

Ln

s e b

A—=KDC
KDC — A:

A—RB:
B—EKDC:
KDC —B:

. B— A

A—R:

IDA N IDy

E(PRym. [IDg | PU])

E(PU,, [N, 11D,])

ID D N E(PU, s, N,)

E(PRaun. [ID4 | PUS)) | E(PUp, E(PRaum, [Na Il K, |
ID 4 11D g]))

E(PU,, [E(PR . [(N, | K, 11 ID 4 1| ID ) 1| Ny]))
E(K;, N»)

RCC - CSC
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Autentifjcarea.pri

criptografice asim

* Autentificarea unidirectionala

Mesaj criptat cu o cheie de unica utilizare
A—B:  E(PU,. K| E(K,. M)

Daca se urmareste in primul rand autentificarea
A —B: M| E(PR, H(M))

Criptarea mesajului si semnaturii cu cheile publice
A—B:  E(PU, [MIE(PR, HM))])

Solutie cu certificare digitala

A—B: MIE(PR,.H(M)) |E(PR,,. [TIIID, I PU,])

RCC - CSC 18



Administrarea identital

* Managementul identitatii

solutie centralizata, automata
furnizarea accesului la resurse
concept conectare unica (SSO single sign-on)

* Elemente

.....

Autorizare (permiterea accesului)

Contabilizare (mentinerea inregistrarilor - log-uri)
Aprovizionare (introducerea utilizatorilor in sistem)
Automatizare (fluxurile de date)

Administrare (delegarea responsabilitatilor de administrare)
Sincronizare (sincronizarea parolelor, profilelor de utilizator)
Auto-administrare (resetarea parolelor)

Federalizare (mai multe domeaniCéj_ecggcuritate)
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Administrator

Principals provide
atributes ribute sepvice

Attribute service

Data consumers apply
netenences to obtam

Identity Provider

Principals Ldentity control Attribute
auﬂjmtlc.m::_ . interface bocator
manage their
identity elements
Prindpal Identifier [ata comsumers obtain
asuthenticytion translation identifiers, atribute

references
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User

® Identity Provider

{source d oousin)

@

ﬁiA/@'ﬁ @ P2

@ End user's browser or other application engages
in an authemtication dialogue with identity provider
in the same doman. End user also provides attribute
wvalues associated with user's identity .

{destination domainj

@ Some attmbutes associated with an identity, such as
allowable roles, may be provided by an admimstrator
in the same domamn.

@. A service provider in a remote domain, which the user
wishes to access, obtmns wdentity mmtomation,
authembication imtormaton, and associated atmbutes
from the identity provider in the source domain.

@. Service provider opens session with remaote user and
enfomes access contm ] restrictions basad on user's
identity and attributes.
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Controlul accesuluj la |

. Elemente de control al accesului la retea

. Metode de autentificare

. Protocolul EAP

. Controlul accesului la nivel Legatura de date (802.1X)
. Concepte de cloud computing

. Protectia datelor in cloud
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Controlul accesulu]

* Network Access Control (NAC)
— Administrarea accesului la retea
— Autentificarea utilizatorilor
— ldentificarea drepturilor (acces la date/ actiuni permise in retea)
— Determina starea dispozitivelor de retea
* Elementele unui sistem NAC
— Solicitant acces (client)
nodul de retea (orice echipament de retea IP) care solicita acces in retea
— Server de reguli de acces
determina starea si drepturile de acces acordate clientilor
— Server de acces (gateway/server de acces la distanta)
punct de control al accesului pentru clienti din locatii la distanta
RCC - CSC 23



Supplicants

Network access servers

Patch  Antivirus Antispyware
management

Quarantine
network
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Metode de control

* Metode NAC
Regulile aplicate clientilor pentru a permite accesul in retea
— |EEE 802.1X

Protocol L2 ,autorizarea inainte de asocierea unui port catre o adresa IP,
protocolul EAP (Extensible Authentication Protocol)

— VLAN (Virtual Local Area Networks)

Segmentare logica a retelei LAN in retele virtuale, asocierea unui client la VLAN
este decisa de NAC, un host poate face parte din mai multe retele virtuale

— Firewall

Permite sau nu tranzitul pachetelor de trafic intre client si retea
— Alocarea adreselor in retea

DHCP - Dynamic Host Configuration Protocol
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— EAP - Extensible Authentication Protocol (RFC 3748)

Cadru de lucru pentru protocoalele pentru controlul accesului si
autentificare

Furnizeaza un set de mesaje protocol ce pot contine diverse metode de
autentificare intre client si server

Functioneaza la diferite niveluri de comunicatie

Poate adapta cerintele de autentificare pentru diverse solutii de
interconectare
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Structura EAF

e Context EAP EAP- || EAP- || EAP- || EAP- Authentication
s || Tris || psk || ikEvz || ©OtRer methads
} } { }
¥ r ¥ ¥ ¥

f EAP
layer
IEEE 802.1X
EAP over LAN (EAPOL)
Data link
023 || sozn
PP gthernet || wran || Other layer
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EAP-TLS (EAP Transport Layer Security):
— Defineste modul in care protocolul TLS poate fi incapsulat in EAP
— Clientul si serverul se autentifica reciproc prin certificate digitale

— Clientul genereaza o cheie secreta pre-master prin criptarea unui numar aleator cu cheia publica a
serverului si o trimite la server

— Atat clientul cat si serverul folosesc cheia pre-master pentru a genera aceeasi cheie secreta.
EAP-TTLS (EAP Tunneled TLS)
— Doar serverul are un certificat pentru a se autentifica la client

— Conexiunea securizata (tunel) este realizata cu cheia secreta iar autentificarea cu EAP sau versiuni
anterioare de protocoale de autentificare PAP (Password Authentication Protocol) sau CHAP
(Challenge-Handshake Authentication Protocol).

EAP-GPSK (EAP Generalized Pre-Shared Key)

— Autentificarea reciproca si derivarea cheilor de sesiune cu o cheie pre-partajata (PSK - Pre-Shared Key)
EAP-IKEv2

— Foloseste protocolul IKEV2 - Internet Key Exchange pentru autentificarea reciproca si schimbul de chei
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Mesaje EAP

* Componente implicate EAPauhentiator
— Client EAP - N\
— Autentificator EAP %; Eg,--...\..“',;J’,’
— Server de autentificare
_ EAP-Request/Tdentity
EAP authenticator uthentication server
EAP peer \ Auth [I:.:;':US} EAP-Response/ldentity "
" g =E
- L..a&\; 1:3’ . EAP-Request/Auth
EAP-Response/Auth -
Method Method .
EAP peer/ EAP EAP peer/ .
Authenticator FAP authenticator EAP Authenticator ) EAP-Request/Auth
EAP layer ...Effsfgis. e n_lezsa_g&_sr EAP layer EAP-Response/Auth s
Lower layer -'81]'1.11',‘ Lower layer gRADIUSh Lower layer . EAP-Success/Failure
PPP
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Controlul accesului 1a

nivel de port - 802.1X

Frame Tvpe Definition
EAPOL-EAP Contains an encapsulated EAP packet.
EAPOL-Start A supplicant can issue this packet instead of waiting
® I E E E 802 . 1X for a challenge from the authenticator.
EAPOL-Logoff Used to return the state of the port to unanthorized
— PO rt_ Ba Sed N etwo rk Access CO ntrol when the supplicant if finished using the network.
EAPOL-Key Used to exchange cryptographic keying information.

— Functii de controlul accesului la LAN
— Termeni peer, authenticator, and authentication server
— Conceptele de porturi controlate si necontrolate

— Autentificatorul defineste o serie de porturi logice asociate
porturilor fizice (controlate si necontrolate)

— Portul necontrolat permite doar mesaje intre client si server
— Un port controlat permite accesul si catre alte statii in retea
— Protocol EAPOL (EAP over LAN)

RCC - CSC 30



Arhitectura/principiu

Pana cand AS autentifica un client (folosind un
protocol de autentificare),

autentificatorul trece doar mesaje de control si
autentificare intre client si AS; canalul de control
802.1X este deblocat, dar datele sunt blocate.

Odata ce un clientul este autentificat si cheile
sunt furnizate,

autentificatorul poate transmite date de la client,
sub rezerva limitarilor de control de acces
predefinite pentru client in retea.

In aceste conditii, canalul de date este dgblocat.

F‘F‘
Uncontrolled - wOAEJ

post =
Authentication server

Supplicant
Controlled
port
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EAP authenticator Authentication server

\'-., _LI (RADIUS)
\|/ i

EAPOL-Start

EAPOL-EAP (EAP-Request/Tdentity)

EAPOL-EAP (EAP-Response/Identity)

EAPOL-EAP (EAP-Request/Auth)

EAPOL-EAP (EAP-Response/Auth)

L]
L]
L]

EAPOL-EAP (EAP-Request/Auth)

EAPOL-EAP (EAP-Response/Auth)

EAPOL-EAP (EAP-Success)

L]
L]

EAPOL-Logoff
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Cloud computing

* Cloud computing
— Infrastructura Internet
— Acces la resurse online (retele, servere, aplicatii, stocare, servicii)
— Efort de administrare minim
— 3 modele de servicii de baza (SaaS, Paas, laaS)
— 4 modele de implementare (public, privat, hibrid, comunitar)
* (Caracteristici
— Access la retea de banda larga
— Elasticitate (extindere/reducere rapida a resurselor)
— Capacitatea de masurare (servicii contorizate)
— Auto administrare, la cerere (punere la dispozitie catre utilizator)
— Punerea in comun a resurselor (resursele deservesc multi utilizatori)
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Modele clouad

* Modele de servicii
— Saas - Software as a service
folosirea aplicatiilor puse la dispozitie in cloud
— PaaS - Platform as a service
sisteme de operare in cloud
— laaSs - Infrastructure as a service
putere de calcul, stocare, infrastructura de retea
* Modele de implementare
— Public (la dispozitia publicului larg)
— Privat (exploatat numai de o organizatie)
— Comunitar (partajat de mai multe organizatii)
— Hibrid (combinatii de 2 sau multe solutii cloud)
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Essential
Characteristics

Servioe
Muodels

Deployment
Maodeks
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Enterprise
cloud user

07,

-~ 4

Network
or Internet

-
=
=

-

|
[-¥]
g =
m.m
=
=~
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Cloud Provider

Cloud Service Orchestration Cloud Cloud
Consumer Service Layer Service Broker
Management
Saas :
Service
Cloud Paa8 . Intermediation
Auditor TuaS Support % g Service
Security 2 A ation
Audit Resource Abstraction Provisioning/ ﬁ = BECE
. and Control Layer Confi . Service
— AIIIH] Physical Resource Layer Arbitrage
Hardware Portability/
Performance Interoperability
Andit Facility
—
Cloud Carrier

Abonat - Furnizor - Auditor - Agent - Transportator
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Riscuri de securitate ﬂ

 Amenintari de securitate
— Abuzul si utilizarea nefasta a cloud computing
— Interfete si API-uri nesigure
— Persoane rau intentionate din interiorul furnizorilor
— Probleme tehnologice la resursele partajate
— Pierderea sau scurgerea de date
— Deturnarea conturilor sau serviciilor
— Profilul de risc necunoscut
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I. Original query W — — — — — —

' |
| |
il —
! |
T 4. Plaintext | L
User result |
¥
¥ 2. Transformed
Client guery .
Query -
Pprocessor - executor
3. Encrypted
y result
i 1
Metadata Encrypt/ Cloud
rypl server

* Schema de criptare
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Securitatea in cloup

e Security as a service (Secaa$)
— Management identitate si acces
— Prevenirea pierderii datelor
— Securitate web
— Securitate email
— Evaluarea securitatii
— Managementul intruziunilor Eﬁ_:_.:.mmm“mmmmm
— Criptarea SEmm Network security
— Recuperarea datelor //// ‘ \\\\
— Securitatea retelelor

Cloud service clients and adversaries

Security assessments
Security information and
event management
Business continuity and
disaster recovery

Web security
Intrusion
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